
Welcome and thank you for joining today’s webinar
being presented to you on behalf of the IAA’s Big Data Working Group. 

We will begin shortly!

Disclaimer: The views or opinions expressed in this presentation and in the Q&A session 
are solely those of the authors/presenters and do not necessarily reflect the policies or 
positions of the International Actuarial Association (IAA).  While every effort has been 

made to ensure the accuracy and completeness of the material, the IAA and authors give 
no warranty in that regard and reject any responsibility or liability for any loss or damage 

incurred through the use of, or reliance upon, the information contained therein. 



Current Views about 
Professionalism in 
the Use of Big Data



Introduction – Professionalism Needed

“Big Data promises to use data to make the world transparent,
but its collection is invisible, and its tools and techniques are 
opaque, shrouded by layers of physical, legal, and technical 

privacy by design”.

Professor Neil M. Richards, Washington University School of 
Law, 2015
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Professionalism: The Challenges

Weapons of Math Destruction:
How Big Data Increases Inequality and Threatens Democracy
Cathy O’Neil, 2016

An expose on the misuse of big data, the unethical design of decision 
algorithms driven by big data, the lack of transparency and oversight, the 
absence of ethical standards to ensure fair treatment from the use of 
predictive models and algorithms, and the critical need for good 
governance of algorithms not only for the protection of society, but also 
for the betterment of society. 

Ethics of Algorithms   https://ethicsofalgorithms.org/

A project by a foundation based in Germany which is taking a close look 
at the consequences of algorithmic decision-making in society with the 
goal of ensuring that these systems are best used to serve society. 
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Professionalism Themes

1) Transparency

2) Fairness/Discrimination

3) Governance

4) Education

5) Accountability

6) Privacy
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Transparency
• Algorithms using big data are increasingly part of decision-making processes,

with significant consequences for individuals, organisations and societies.

• The scale of algorithmic systems, which can handle complex datasets and can
learn autonomously, but make it difficult to explain the decisions they make.

• This lack of transparency undermines scrutiny and accountability, which is a
significant concern about those decision processes which can make a
considerable impact on fundamental human rights.

• Transparency is critical because without it fairness cannot be assured.

• Recent trend of Big Data: little emphasis placed on explaining the “why”
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Case Study: Location/Movement Tracking through Social Media

• Geofeedia is a media intelligence platform 
that associates social media posts with 
geographic locations

• Used data collected from Facebook, Twitter 
and Instagram, as well as other social media 
networks to track location/movements

• Sold tracking/movement information to law 
enforcement agencies, allowing police to 
identify protesters and monitor activity

• Social media users were not made aware of 
their personal data being used by Geofeedia
or for law enforcement purposes 
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Case Study: Location/Movement Tracking through Social Media

• Data used by 63 law enforcement agencies in 
California to monitor, charge and convict 
activists/protesters in 2015 - 2016

• American Civil Liberties Union published 
report in 2016 exposing data usage, citing 
Geofeedia as offering these services

• Facebook and Twitter issued public statements 
claiming to be “completely and utterly 
unaware” licensee mining their data

• Social media firms suspended Geofeedia’s 
access to their data feeds, but did not confirm 
doing the same for others at the time
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• Lack of transparency leads to 
encroachment of citizens rights

• Location data can lead to misguided 
assumptions of an individual’s associations

• Misidentification can lead to false arrests 
and violent protester/police encounters

• Currently social media plays large part in 
social/protesting movements, resulting in 
monitoring thereof being of interest to law 
enforcement agencies and corporates

Case Study: Location/Movement Tracking through Social Media
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Case Study: Banning of AI Facial Recognition

• Amazon’s Rekognition is a cloud-based 
Software as a service (SaaS) computer 
vision platform launched in 2016

• “Provides fast and accurate face search, 
allowing you to identify a person in a 
photo or video using your private 
repository of face images. Can also verify 
identity by analyzing a face image against 
images you have stored for comparison”

• Technology sold to various United States 
government agencies, law enforcement 
agencies and private entities



Case Study: Banning of AI Facial Recognition

• Estimates of 50% of American adults were 
included in a law enforcement facial 
recognition network by 2016

• Studies soon found various inaccuracies 
and biases when testing Rekognition

• Tech successfully identifies white male 
faces as these were used for training. Often 
misidentifies people of colour and women

• Bias could lead to individuals being held for 
questioning or wrongful arrests

• Use of technology was temporarily 
suspended by various agencies in 2018
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Case Study: Banning of AI Facial Recognition

• San Francisco became first US city to ban facial 
recognition technology use by the police and 
local government agencies in May 2019

• Government ordered further testing of tech 
prior to voting on reintroduction in the future

• Assured public that it would be given notice 
prior to reintroduction

• Amazon shareholders filed resolution in 
January 2019 demanding that company stops 
selling software to government and law 
enforcement, citing concerns of potential civil 
and human rights abuses
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Fairness/Discrimination

• Fairness is an immensely complex concept with different, 
sometimes competing, definitions.

• Big Data is not “Big” in size only, but Big in the ability to connect 
and interpret many different sources and types of data.

• Responsible algorithmic processes and systems should be 
designed to minimise their potential to drive unfair decisions and 
maximise their potential to enforce fair decisions.

• Social justice lens: Exposing the potential for algorithmic systems 
to systematically disadvantage, or even discriminate against, 
different socio-economic and demographic groups. 
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Fairness/Discrimination

• Social effects of algorithmic systems using big data for decision-making are 
seemingly endless. 

• Demonstrate the need for clear mechanisms of accountability due to their potential 
to bring about consequences that are detrimental on various levels:

o Detrimental to the individual: individual citizens might become the recipients of 
inaccurate decisions (e.g., facial recognition software) or be treated more 
harshly in comparison to others. 

o Detrimental to groups: where algorithmic processes appear to produce 
different results for different (demographic) groups, this often places some of 
those groups at a disadvantage. 

o Detrimental to society: entire societies are disadvantaged if the outcomes of 
algorithmic processes cannot be relied on to be accurate and/or neutral. 
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Case Study: Amazon Sexist Recruitment Bot
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Case Study: Amazon Sexist Recruitment Bot

• Intended to review job applications and give candidates a score ranging from one 
to five stars

• AI system was trained on data submitted by applicants over a 10-year period, 
much of which came from men starting from development in 2014

• System effectively taught itself that male candidates were preferable

• Clear that the system was not rating candidates in a gender-neutral way because it 
was built on data accumulated from CVs submitted to the firm mostly from males

• The system started to penalise CVs which included the word "women". The 
program was edited to make it neutral to the term but it became clear that the 
system could not be relied upon

• The project was eventually abandoned
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• Northpointe (now Equivant) developed the Correctional Offender Management 
Profiling for Alternative Sanctions (COMPAS), a case management and decision 
support tool used by U.S. courts to assess the likelihood of a defendant becoming a 
recidivist

• Algorithms based on various data points, assigning a risk score for the likelihood to 
commit a future offense. Utilised by judges to predict whether defendants should be 
arrested or granted bail, determine bail amounts and sentences

• Use of proprietary software such COMPAS is that since the algorithms it uses are 
trade secrets, they cannot be examined by the public and affected parties which may 
be a violation of due process

• Machine-learning based algorithms are data-dependent, meaning if the data are 
biased the software will likely yield biased results

Case Study: Bias Case Management/Decision Support Tool
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• In 2016, Julia Angwin (co-author of a ProPublica investigation) found that “blacks are almost 
twice as likely as whites to be labelled a higher risk but not actually re-offend,” whereas it 
“makes the opposite mistake among whites: They are much more likely than blacks to be 
labelled lower-risk but go on to commit other crimes.” Investigation also found that only 20 
percent of people predicted to commit violent crimes actually went on to do so.

• Use of COMPAS has resulted in false conclusions with outcomes that are less favourable to 
individuals of a particular group where there is no relevant difference between groups that 
justifies the outcomes.

• People of colour assigned a higher re-offend risk score, resulting in longer periods of 
detention waiting for trial, higher bail amounts and longer sentences

• In July 2016, the Wisconsin Supreme Court ruled that COMPAS risk scores can be considered 
by judges during sentencing, but there must be warnings given to the scores to represent 
the tool's "limitations and cautions” 

Case Study: Bias Case Management/Decision Support Tool
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Governance

• Big data is growing at an exponential rate, whilst legislation regarding the 
uses and application thereof seems to be lagging behind.

• The development and application of algorithmic systems using big data is 
undergoing rapid growth with uncertain implications for society. 

• Industry standards for best practice are all but non-existent. 

• The existing laws can be confusing when applied to algorithmic outcomes, 
and judicial experience is in short supply. While changes in laws can lag 
changes in the use of data, the legal rights of citizens must be protected.

• Government will need to consider the adequacy of currency privacy rules 
and rules for access, ownership and use of personal data.
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Governance
• Governance requires global dialogue, collaboration across borders and think tanks

• Without multilateral negotiation regulatory intervention for transparency and 
accountability may be interpreted as protectionism or to gain access to foreign trade secrets

• Actuarial associations should also be encouraged to be more proactive in further developing 
existing guidelines and standards. These organizations are key role players that need to be 
involved in larger discussions with government, regulators and industry as a whole.

• Suggested policy options:
o Establish a permanent global algorithm governance forum (AGF) for multi-stakeholder 

dialogue and policy expertise related to algorithmic systems and associated 
technologies, and for coordination and the exchange of governance best practices

o In international (trade) negotiations, protect ability to investigate algorithmic systems 
and hold parties accountable for violations of European laws and human rights
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Case Study: Privacy vs Security 

• In 2015 FBI obtained iPhone of ISIS-inspired 
shooter which killed 14 people in California

• FBI was unable to access iPhone data, and could 
not penetrate encryption software

• FBI requested assistance from Apple, who 
ultimately refused and publicly challenge/refuted 
subsequent court order

• Maintaining national security vs protecting user 
privacy conundrum

• Both sides cited various legal arguments

Slide 26



Case Study: Privacy vs Security 

• Apple: violation of First Amendment right to free 
speech by forcing company to “say” something it 
did not want to, previous court cases established 
computer code as legally protected speech

• “Backdoor” code potential security threat

• FBI: law still allows authorities to gain access to 
information that facilitates prevention and 
prosecution of criminal activities

• FBI was able to circumvent encryption without 
Apple’s assistance and ultimately dropped case 

• Still no legal precedent set. Future concern?
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Education

• Need to ensure that new and current actuaries have the right skills in data science techniques 
through adjusting exam system, CPD and life-long learning

• Adjusting current actuarial curriculums towards bigger focus on “Big Data” and its applications. 

• Actuaries are increasingly expected to have the necessary skillsets to prove to regulators that  
algorithms are not discriminatory, and data can be more actionable and insightful to consumers.

• Focus on educating non-technical professions on reasoning behind actuarial decision making

• Decision notifications should be standardised and short, akin to nutrition labels, while 
information should be limited and can impact a user's decisions, or wider public understanding. 

• Investigative journalism and whistle-blowers play an important role in uncovering questionable 
uses of algorithmic decision-making (e.g. Cambridge Analytica election manipulation)
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Accountability

• Actuaries are professionals bound by code of conduct, standards of practice 
and qualifications, subject to counselling and discipline if they fail to do so

• Actuaries have professional obligations to uphold the reputation of their 
profession and fulfil the profession’s responsibility to the public in the 
emerging area of Big Data

• Actuaries also have unique insights into the results and implications of the 
use of Big Data and must be able to explain such insights, where 
appropriate, to the key stakeholders, such as regulators, consumers, 
management, auditors, etc.

• Key attribute of the applicable standards: requirement for actuaries to 
provide explanations/rationales for their conclusions. Professional judgment 
from actuaries is critical in the utilization of Big Data in actuaries’ work
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Accountability

• Data quality management is of key importance. Aspects such as managing underlying data 
quality, applying most appropriate learning/AI methods, validation and analysis will foster 
the understanding, transparency and adoption of resulting models.

• Actuaries provide added value to Big Data work in their ability to “connect the dots” through 
a deep understanding of the subject matter. 

• In exercising professional judgment, it is important for actuaries to be cognizant that without 
performing proper analyses or validation, the results of Big Data can be misleading. 

• A combination of a good understanding of how the data was obtained and avoidance of 
unthoughtful adherence to the results of a model can aid in better Big Data outcomes.

• The availability of new data and its use will test society’s willingness to accept the efficiency 
benefits compared to privacy considerations
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Accountability

• With the proper background, an actuary can understand and direct the work of the Big 
Data multidisciplinary team based on their professionalism requirements and subject 
matter expertise. 

• Actuaries are increasingly expected to have the necessary skillsets to prove their 
algorithms are not discriminatory to regulators, and making data more actionable and 
insightful to consumers.

• Companies also have a responsibility as part of their business-as-usual to protect any 
consumer information they collect, hold or use, but are also exposed to increasingly 
sophisticated and persistent cyber breaches.
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Case Study: Microsoft’s AI Chabot “TAY”

• Tay ("Thinking About You“) was an artificial 
intelligence chatter bot that was originally 
released by Microsoft Corporation via Twitter 
in March 2016 a machine learning project, 
designed for human engagement in 2016 

• Experiment in “conversational 
understanding,” designed to engage people in 
dialogue through tweets or direct messages 
based on Twitter data that has been 
modelled, cleaned, and filtered

• Based on conversational understanding such 
that it learns to engage people through casual 
and playful conversations
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Case Study: Microsoft’s AI Chabot “TAY”

• Within 16 hours of release account ended 
up assimilating and posting inflammatory, 
offensive tweets and racist comments

• In a coordinated effort, the trolls exploited 
a “repeat after me” function that had been 
built into Tay, whereby the bot repeated 
anything that was said to it on demand

• Account was thereafter suspended 
indefinitely 

• Tech embodied the prejudices of society 
showing that even big corporations like 
Microsoft forget to take any preventative 
measures against such problems
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Privacy
• Consumer rights vs consumer wants/needs

• What information are consumers willing to give or sign away in order to 
gain access to certain “free” services or prices (social media platforms, 
competitions, applications, etc.)?

• Some companies hoard data, unsure of its value or unclear if or when it will 
be useful to them but, all the while, reticent to delete or not capture it for 
fear of missing out on potential future value

• Merely compiling large amounts of personal data can be a violation of 
privacy, even if the information is never used or never objected to its use

• With the increase in information or data collection, little to no discourse 
regarding data deletion. 

Slide 37



Case Study: My Health Record
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Case Study: My Health Record

• My Health Record (in Australia) is a digital medical record that stores medical data 
and shares it between medical providers

• Australia’s impending (July 2018) “My Health Record” system has a privacy 
framework that is identical to a failed system in England that was cancelled after it 
was found to be selling patient data to drug and insurance companies

• Privacy advocates have raised concerns about security, particularly for those with 
conditions that might result in discrimination, such as mental health problems

• Questions raised over potential for unrelated secondary uses

• Process of registration, opt-out instead of opt-in, widely criticized

• Users not able to delete any history records
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Case Study: Stalking Made Easy?

• Clearview AI has created a ground breaking 
application where users can take a picture of a 
person, upload it, and cross-reference it 
against three billion images which have been 
scraped from various social media websites

• Enables anyone to identify the subject with 
high accuracy, providing further information 
on where other photographs have been found 
and other personal information

• Facebook, YouTube, and Twitter have noted 
this was done without their knowledge or 
consent and issued cease and desist letters
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Case Study: Stalking Made Easy?

• Company has claimed that information has 
been repurposed to assist government and 
law enforcement agencies, as it has been 
introduced to 600 law enforcement 
departments in 2019

• However company has also sold this facial 
recognition technology to various private 
companies and universities.

• What stops company from selling information 
to the highest bidder?

• What are the consequences for this 
technology being open to the public?
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Professionalism Themes: Literature Sources
“Predictability Inaccurate – Prevalence and Perils of Bad Big Data”

o Deloitte Review, Issue 21, July 2017. Lucker, J., Hogan, S.K., Bischoff, T.

“What Data Science means for the future of the Actuarial Profession”
o Institute and Faculty of Actuaries, Sessional Research Event, London, 3 April 2017

“A Governance Framework for Algorithmic Accountability & Transparency”
o European Parliamentary Research Service, Study: Panel for the Future of Science and Technology. 

April 2019. Various

“Big Data and the Future Actuary”
o Society of Actuaries: Innovation and Technology, April 2019. Schwartz, S., Douglas, M.

“Big Data and the Role of the Actuary”
o American Academy of Actuaries: Big Data Task Force, June 2018. Various

“Understanding Algorithmic Decision Making: Opportunities & Challenges”
o European Parliamentary Research Service, Study: Panel for the Future of Science and Technology. 

March 2019. Various

“The Big Data and Data Ethics: Current Issues in General Insurance”
o Institute and Faculty of Actuaries, 19 June 2019. Aghadiuno, C. Slide 42



Q & A Session

You are now invited to submit questions for response
by the presenters.

To submit questions, click on the Q&A icon at the bottom of 
your screen, type them in there and then submit.

Participants will not be able to see all questions submitted. 
They will be selected and answered randomly by the 

presenters.
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Your participation has been very much welcomed and 
appreciated.

Thank you for joining!

Should you have any questions or comments, they can be submitted directly to the 
IAA at technical.activities@actuaries.org
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