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Abstract:  
 
Cybersecurity threats continue to expand in number and complexity, and finding an approach to 
managing them effectively is elusive. Organizations are struggling to (a) prioritize among the myriad 
cyber risks; (b) make a business case for recommended mitigation; and (c) draw a rigorous, defensible 
line in the sand limiting the scope of cyber risk management. In this session, we begin with the current 
state of cybersecurity risks. Then, we discuss how a value-based ERM approach uses deterministic 
scenarios and quantitative models to (a) sort out which cyber risk scenarios to focus on; (b) support 
mitigation decisions with robust risk-reward data; and (c) define a “cyber risk appetite” to contain the 
focus of cyber risk management to a manageable level. We will then share some early lessons from a 
case study that is starting to successfully apply this approach and enhance its cyber risk management, 
particularly surrounding their use of vendors. 
Attendees will learn: 

• How to better prioritize among a disparate and growing set of cyber risks 

• What data is used to make the business case for targeted cyber risk mitigation 

• An approach to defining “cyber risk appetite” 

 
SPEAKERS 
 

Shahryar Shaghaghi 
 
Shaghaghi is Principal and national leader of the Cybersecurity and Privacy Practice 
with CohnReznick Advisory focused on helping clients with their cybersecurity 
strategy and transformation programs. He is a recognized thought leader on 
cybersecurity. Shahryar has deep expertise in the areas of cybersecurity, data privacy, 

application development, IT infrastructure management, digital transformation, IT due diligence, IT 
financial management, and business continuity. He was also instrumental in developing a cybersecurity 
attestation service (SOC for Cybersecurity) that will help auditors identify cyber risks. Shaghaghi also 
serves as Lecturer in the M.S. in ERM program at Columbia University. 
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Sim Segal, FSA, CERA 
 

Segal is president and founder of SimErgy, a consulting firm specializing in ERM. He is a 
globally-recognized ERM pioneer, primarily for developing value-based ERM, an 
advanced yet practical approach synthesizing ERM and value-based management. Segal 

is the author of Corporate Value of Enterprise Risk Management, required reading on the syllabi of the 
SOA and leading universities around the world. He is also the founder and director of the M.S. in ERM 
program at Columbia University, which is the top such program globally. Segal is a former VP on the SOA 
board of directors and a former vice-chair on the Canadian Institute of Actuaries’ ERM Applications 
Committee. 

 

David Bartholomew 

Bartholomew recently joined Pacific Life where he is responsible for leading the 
domestic operational and integrated internal audit program. Prior to that, he spent 22 
years at CUNA Mutual Group, the subject of today’s case study, where he led the 
implementation of the operational and strategic components of the company’s ERM 

program. In his career, Bartholomew has had roles spanning information technology, accounting, finance, 
corporate governance, business resiliency, audit, and ERM. Bartholomew also serves as Lecturer in the 
M.S. in ERM program at Columbia University. 
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Segal is president and founder of SimErgy, a consulting firm specializing in ERM. He is a 
globally-recognized ERM pioneer, primarily for developing value-based ERM, an 
advanced yet practical approach synthesizing ERM and value-based management. Segal 

is the author of Corporate Value of Enterprise Risk Management, required reading on the syllabi of the 
SOA and leading universities around the world. He is also the founder and director of the M.S. in ERM 
program at Columbia University, which is the top such program globally. Segal is a former VP on the SOA 
board of directors and a former vice-chair on the Canadian Institute of Actuaries’ ERM Applications 
Committee. 

 
REGISTRATION AND PARTICIPATION 
This webinar is free for IAALS (Life) members! To register, click here.  
Not a member? You can participate in the webinar too, by joining IAALS (Life)  (nominal fee of 
$50 Cdn) 
In addition to free participation in this webcast, your annual membership also will grant you: 

• Free participation in upcoming webinars until December 31, 2019 
• Full access to a wealth of online resources, including recordings of past webcasts 

current reference lists and a repository of documentation specifically related to LIFE 
(Life) Section. 

 
This webinar may qualify for CPD credits with your Association.  A confirmation certificate 

will be emailed to you after the event. 
 
And don’t forget to keep current with IAA activities through our social media sites on LinkedIn, 
Twitter and Facebook! 
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